Annex X	Comment by Cook, Melanie Richardson (Fed): This draft contains reference to NIST HB150-17, http://dx.doi.org/10.6028/NIST.HB.150-17

(normative)
Automated Cryptographic Validation Testing (ACVT)

X.1	Additional general information
[bookmark: _GoBack]The Cryptographic Algorithm Validation Program (CAVP) provides validation testing of FIPS-approved and NIST recommended cryptographic algorithms and is a pre-requisite for the Cryptographic Module Validation Program (CMVP)[footnoteRef:1]. The Automated Cryptographic Validation Testing (17ACVT) test method and the Cryptographic Algorithm Validation (17CAV) test method are both valid for the CAVP. The 17ACVT test method is based on the NIST Automated Cryptographic Validation Protocol (ACVP) service, and may be used by both first-party and third-party testing laboratories.[footnoteRef:2]  [1:  Both 17ACVT and 17CAV test methods satisfy the prerequisite testing for the 17CMH and 17CMS test methods.]  [2:  ISO/IEC 17000:2004 defines first-party conformity assessment activities as those that are performed by the person or organization that provides the object. Third-party conformity assessment activities are those that are performed by a person or body that is independent of the person or organization that provides the object, and of user interests in that object.] 


ACVT accredited organizations are permitted to perform conformance testing of FIPS-approved and NIST recommended algorithms using the 17ACVT test method and submit test results to NIST for validation. Conformance testing measures whether the implementation-under-test correctly implements the specification. The Cryptographic Algorithm Validation Program retains the role of validation authority and will award validation certificates for implementations that successfully satisfy the test requirements. All ACVT accredited organizations must leverage the NIST ACVT service as their “means of testing”[footnoteRef:3] to maintain accreditation. [3:  ISO/IEC 9646-1 defines “means of testing” as the hardware and/or software, and the procedures for its use, including the executable test suite itself, used to carry out the testing required.] 


X.2	Scope of accreditation, test methods, additional references, terms, and definitions

X.2.1	Scope of accreditation

NVLAP offers all interested organizations a flexible, dynamic system of selecting a compound scope of accreditation under the CST LAP that best fits the organization’s level of expertise and equipment. Only the17ACVT may be selected. If only 17ACVT is selected, then only algorithm conformance testing may be performed.

X.2.2	Test methods 

For each testing program, the test methods are listed below. When a hierarchically higher test method is elected, all test methods associated with the prerequisite scopes also become mandatory. 

X.2.2.1	General

For each testing program, the test methods are listed below. When a hierarchically higher test method is elected, all test methods associated with the prerequisite scopes also become mandatory. 

X.2.2.2	Automated Cryptographic Validation Testing (17ACVT)

17ACVT	NIST – Automated Cryptographic Validation Testing (ACVT) for all FIPS-approved and/or NIST-recommended security functions as required in FIPS 140-2 Annexes (and all superseded versions) – see http://csrc.nist.gov/groups/STM/cavp/index.html.


X.2.3	Additional references for Cryptographic Algorithms Testing


—	Cryptographic Algorithm Validation Program Management Manual 
	(see http://csrc.nist.gov/groups/STM/cavp/documents/CAVPMM.pdf)

—  Frequently Asked Questions for the Cryptographic Algorithm Validation Program Concerning the Validation of Cryptographic Algorithm Implementations 
	(see http://csrc.nist.gov/groups/STM/cavp/documents/CAVPFAQ.pdf)

—  NIST – Cryptographic Technology – Cryptographic Toolkit 
	(see https://www.nist.gov/programs-projects/cryptographic-toolkit )

X.2.4	Additional terms and definitions

X.2.4.1
ACVT
Automated Cryptographic Validation Testing

X.3	Additional accreditation process requirements

X.3.1	Additional accreditation requirements

To avoid conflict of interest with the Validation Authority, United States federal laboratories may not apply for accreditation to 17ACVT and related test methods based on 17ACVT.

X.3.2	Additional activities prior to an on-site assessment

There are no requirements additional to those provided in clause 3.3 of this handbook.

X.3.3	Additional on-site assessment requirements

There are no requirements additional to those provided in clause 3.3 of this handbook.

X.3.4	Additional proficiency testing requirements

A proficiency test is the final step in the initial accreditation process for the 17ACVT test method. The laboratory shall demonstrate the ability to create a test harness that correctly works with the NIST Automated Cryptographic Validation Protocol (ACVP) testing architecture. The laboratory shall also communicate a plan for responsibly managing the NIST issued key used to access the ACVP server and for maintaining the test harness in a configuration management system. Archives of the output of the test harness from test runs submitted to the validation authority shall be kept for five years. Finally, the laboratory shall identify personnel responsible for managing the NIST issued key and for ensuring correct usage of the NIST ACVP server.

NVLAP, in collaboration with all CST validation programs, considers the validation reports submitted to the validation programs as ongoing proficiency tests. Failure to submit at least two new algorithm validation requests every year is grounds for suspension of the accreditation. In addition to minimum level of use, many flaws in the submissions to any of the validation programs can trigger the laboratory’s suspension or revocation of the accreditation. For more information, see 3.10 of this handbook.

X.4	Additional management requirements for accreditation

There are no requirements additional to those provided in clause 4 of this handbook.

X.5	Additional technical requirements for accreditation

X.5.1	General

There are no requirements additional to those provided in Section 5.1 of this handbook.

X.5.2	Additional personnel requirements

For a laboratory to qualify for accreditation under the CST LAP, the laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially those listed in this handbook.

Prior to accreditation, the laboratory personnel shall have experience, training, basic knowledge, or familiarity in:

a)	FIPS 140-approved and NIST-recommended cryptographic algorithms;

b)	FIPS 140 cryptographic validation testing;


X.5.3	Additional accommodation and environmental conditions 

Implementations-under-test (IUT), IUT specific documentation, IUT specific test harnesses, supporting test apparatus or test results, shall be protected (e.g. from physical, logical, or visual access) from persons outside the testing laboratory, from visitors to the laboratory, from laboratory personnel without a need to know, and from other unauthorized persons. The laboratory manager shall identify and document for each specific IUT the laboratory personnel who either have a need to know or have authorized access of the IUT and documentation. An audit log shall be maintained documenting personnel who have had access to each IUT and all supporting documentation.

A NVLAP CST accredited laboratory may perform IUT testing at laboratory remote locations without NVLAP on-site assessment by NVLAP assessors with the following conditions:
1. The laboratory shall have a procedure for the protection of all IUT information both data in transit and data at rest. 
2. Retention of all management and technical records shall be maintained at a permanent location.   

3. The test records for each project shall define what work was performed at each laboratory location as appropriate.

X.5.4	Additional test and calibration methods and method validation

There are no requirements additional to those provided in 5.4.

X.5.5	Additional equipment requirements

The laboratory applying for accreditation for the 17ACVT scope shall be equipped with the following minimum hardware, software, and operating system requirements:	Comment by Cook, Melanie Richardson (Fed): Update for ACVT.

a)	Hardware:

1)	
.

b)	Software:

1)	

X.5.6	Additional measurement traceability

There are no requirements additional to those provided in 5.6 of this handbook.

X.5.6.1	Additional general requirements

There are no requirements additional to those provided in 5.6.1 of this handbook.

X.5.6.2	Additional calibration requirements

There are no requirements additional to those provided in 5.6.2 of this handbook.

X.5.6.3	Additional testing requirements for 17ACVT 

Test vectors and results for cryptographic algorithm testing shall be generated and checked using the NIST ACVT service.

X.5.7	Additional sampling requirements

There are no requirements additional to those provided in 5.7 of this handbook.

X.5.8	Additional handling of test and calibration items requirements

There are no requirements additional to those provided in 5.8 of this handbook.

X.5.9	Additional assuring the quality of test and calibration results requirements

There are no requirements additional to those provided in 5.9 of this handbook.

X.5.10	Additional reporting the results requirements

The NIST ACVT service shall be used for 17ACVT test report submission.
